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25 Jamuary 1955

MEMORANDUM FOR: Chief, D/E/RR

PROH - I

SUBJECT s Report on Survey of CG/COCQM/CHINCOM Documents
for Purposes of Downgrading

In connection with the proposed downgrsding of 0G/COCOM/CHINCOM
documesnts from Secret to Confidential, I submit the following findings
and recommendations for your éonsideration.

A, Definition of mtgg;gma Material

In consultation with Ch/C/RR, the following criteria have been
established for purposes of this survey: (1) 3uch documents are con-
sidered to incorporate intelligence of gsecret classification if they
include information on: Soviet bloc demand/supply position in specific
goods and services; strategic significance of specific goods or services
as applicable to Soviet needs; Fast—West trade {except as provided
below); and intelligence sources, methods and application, particularly
with respect to specific problems in the export sontrol field. (2) Such
documents are considered to incorporate intelligence of not higher
than Confidemtial classification when they are concerned solely or
prineipally with: commodity definitions and quota determinations;
general expressions of FC attitudes on various control problems and
review of control systems; statistics on trade in specific commoditics
which provide only guantity, volume and unit measurements; and procedural
and administrative matters. ' |

B. ' tion of Categorie

' opsultative poup Papers - Records of CG meeting which
cover COCOM and CHINCOM reports, reviews of control systems, trade

scuments - Record of discusalons on 2 variety of
subjmcts such as statistics, enforcement, exceptions, IC/DV, ships and |
shipping, and trade agresments} negotiations on the strategic ratings |
of individual items on the several control 14sts; and periodic reports
by the Chairman of COCOM to the Consultative Group. '

DN
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_ (OQOM Stgtistig eries) - Information in statistical
form on export of strateg , ties by PC's to Eastern Europe,
China, Austria am Finland, Provided are item aumbers, item descriptions,
mtinstian of exports, and welght and value of commodities,

- Thim series

4 COCOM Secrets
eontains control Lis by the Secretariat.
5. 8 — Theas papers are prepared to

; g nresal robleus to the attention of delesates,
' A typieal paper draws altention to the "unfortunate state of arraif-’a *
. in the matter of statistieal reporting.”

g g0 _Jerdes ~ This series transmits to COCOM ﬁparta

of the several COCOH Subcamaittees, e.g,, the Sub comuittee on Definitions

inm mmsmm int%:;‘cégg‘:;o repartstv sgi technlcal working groups are found
: ‘ Document Serles and concer . ) ,

of controlled items), ‘ cern specific categories

3 lz L.c; -.:«g utlnﬁcludmﬁ in this series are records |
rious subjectis the competence of CHINCOM.
Typdcal t;ubj:z:aﬁm sgmi;de.;aﬁim of the several China l?.sta (and
commodity categories therein shipp and bunkering cont . :
policy and exchange of int‘am;ticn. e o Tols, excoption

7 8, CHINCOM Statis s oirzen) ~ Provides statistical
information on % value ol ssued each month by PC authorities
T ars i&mm, controlled commodities to Chins, Nerth Korea, Hong

. : sxies - The ”ml technical w?rking groups
instruments, iron and steel products) in this series, bor
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Bxplanatory note

The following determinations and recommendations are based
on an analysis of those docunsnts in series indicated available to
the EXCON Reference Desk. Only those documents dated prior %o
1 January 1955 have been studied for purposes of this project since
no cutoff date for the dowmgrading project has been announced by
COCOM. As of 15 December 1954, Paris reported that USDEL would seek
the establishment of a working group to develop details of the new
COCOM classification system. There have been no subsequent reports
on this proposed workiag group,

effort is being made to compile s complete numerical listing
of all CG/COCCM/GHINCOM documents in the several series against which
our cart! file of avallable documents can be checked, Freparation of
this 1ist will reveal the numbers of those documents which are not at
this time available to the Desk, For sampling purposes, such a list
is not sbsolutely required, but iz wseful in eliminating several of
the serles (in which there are few documents) from the survey,

This survey has been in two phases: (a) recommendation for
dowmgrading of severnl categories of documents bused on inspection of
typical doecuments in terms of established criteris; and (b) a 10 percent
sampling of COCOM Documents, CHINCOM Documents, and COCOM Sub-C Serdes.

&) It is recommendod that the following categories of
documents be downgraded from Secret to Confidential since they do not
contain intelligence of Jecret Classification as defined above:

1. COCOM Statistics (S Series) - 475 documents through
30 December 198, most of which availadble to Desk,

2. COCOM Secretariat Papers - lé documents of which §
are avallable to Desk.

3. COCOM Sweoreteriat Documents - § documents available
to Desk.  Camter)

4o CHINCOM Statistics (CH-S Series) - 20 documents,
all avallable to Deak,

5. CHINCOM Secretariat Papers - 13 documents of which
1l are availadle to Desk,

‘3‘
o  SQNFIDENTIAL
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SONFIDENTIAL

b) It is recommended that action as indicated be taken
on the following categories of documents:

1, Consultative Group Papers - 1, documents, 10 of
which are available to Desk. Downgrade number
&’15’7}8!10011,31&0

2. CHINCOM Sub-C Series - 9 documents available to Desk,
Of 1953 issuances, downgrade numbers 5,6,7. Of
1954 issuances downgrade number 1 {only document thus
far received,) :

¢) A $en percent sample of the following categories has been
taken and further procesaing action, as indicated, is recommended:

1. COCOM Documents - 1833 documents have been issued through
23 December 1954. Of the 1 thru 500 series, only 151
documents are avallable to the Desk. Of the 501 thru 1833
saries, 1121 documents are avallable. Of 150 documents
sampled, 19 should retain Secret classification on basis
of criteria established, Two hours time was required to
scan these 150 documents. On this basis 1t 13 estimated
that some 24 manhours, or three full working days, would
be required to scan the remaining documents. Allowance
mist be made, however, for time required to either assemble
documents not pow avallable in this Agency or to view
thenm 1n other sgency files,

2, CHINCOM Documents - 330 out of 340 documents issued are
avallable to the Desk, Of 33 documents sampled, 10
should retain Secret classification, It is estimated
that 4 manhours would be required to scan the remaining
documents,

3., COCOM Sub-( Series ~ 100 out of 120 documents issued are
availsble, Of 20 documents sampled, /4 should retain
Secret classification., It is estimated that 2 menhours
would be required to scan the rameining documents,

On the basis of this sampling, not less than 5 working days éf
one analyst (G812 or above), in addition to full-time employment of
one G5-5 clerk-typist, will be required to complete this survey and
to prepare a list of those documents which canmot be downgraded,

ﬂh-

CONFIDENTIAL
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4) Inasmuch as 1t appears that CIA emmmot concur in an
acroas-the-board downgrading of these documents, it is further
recommended thats

1.

2.

3.

be

JAGgg

The results of this survey be made known to Ch/C
and %o approprizte levels of other elements,
specifieally OCD, FI, and 30,

FOAMDAC and State be advised of the results of the
survey,

Approval of her authority be obtained for use of
eriteria es shed for this survey and for methodology

employed in determining the classiflcation of documents
resonmended for downgrading.

Purther D/E responsibility in this project be determined.

{25 January 1955)
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